Faith Community Disaster Preparedness Workshop                 Business Continuity

This is a compilation of information that will help with your planning and how to create a Business Continuity Plan.  There are accounts of how churches survived following a disaster, best practices for mitigating risks for churches, how to create a business continuity plan and links to websites covering business continuity.

Links
FEMA
Business Continuity Resources – TechRepublic
Business Continuity Resources – CSO Magazine
Business Continuity Resources – CIO Magazine
Federally Declared Disasters by Calendar Year
Disaster Recovery Journal
Natural Disasters and Human Dignity (MetaCafe Video)
Pandemic Task Force 2008 (YouTube Video)
Business Continuity Planning (YouTube Video)
What is Business Continuity (MetaCafe Video)
Why is Business Continuity Management Important? (MetaCafe Video)
Who is business Continuity for?  (MetaCafe Video)
Bringing Hope to the Heartland - Iowa Flood of 2008 - United Methodist Church Recovery Recruitment (MetaCafe Video)
Devastating Natural Disasters (MetaCafe Video)
Data Systems Business Continuity (MetaCafe Video)
Aftermath

Recovering from the Memphis Tornado
When a powerful tornado touched down last November in Germantown, a suburb of Memphis, it struck a deadly blow, killing three area residents. In terms of property loss, the twister damaged a total of 400 homes and destroyed 22 throughout Memphis, ultimately causing an estimated $25 - $30 million in damage. It also devastated Grace Evangelical Church, Inc. a non-denominational congregation of 1,000 members.
The church, a new structure that was completed in early 1994, sustained extensive damage, including a torn roof. Virtually every area in the 30,500 square foot structure, including the sanctuary, several offices and a kitchen was affected. Office equipment, computers, copier, faxes and phone systems, as well as chairs used in the sanctuary were drenched as a result of the storm. All of the carpeting throughout the complex was soaked, as were books, files, sermons, resources and personal affects.
The powerful tornado tore two HVAC systems off their stands on the roof, throwing one into the front yard of the church. Two trailers parked in a lot and housing temporary classrooms were wrapped around the front of the building like aluminum foil.
According to Reverend Bill Garner, one of the first members of the congregation to arrive on the scene, he could see the path of the tornado from a nearby forest, leading right to the church. “It seemed to cut right through the building, as it directly hit the buildings’ southwest side.”

Luckily, no one was injured, and important church records, which are downloaded daily and stored off-site, were not destroyed.
Since the church was relatively new, Reverend Garner initially turned to the building’s architect and general contractor for assistance in digging out damaged objects. However, it soon became apparent this was a unique situation requiring recovery experts.

“We have a good relationship with our general contractor,” said Rev. Garner, “but he didn’t have the ability to do the type of work that needed to get done.”

The disaster struck in the hometown of ServiceMaster Business continuity Service’s corporate headquarters and a congregation member called Rev. Garner to alert him to the company’s services. While ServiceMaster BCS typically works on catastrophic commercial recovery jobs, within 30 minutes after the initial contact, they were at the site, surveying the damaged property.

As a first step, Watford and Rev. Garner conducted the all-important “walk-through.” As they assessed the damage, Rev. Garner explained his initial priorities - sealing the building to mitigate further water damage, determining what was salvageable, deciding which items should be moved to storage, and protecting the church from looters.

The walk-through helped Watford clearly communicate to Rev. Garner what could be restored, to what extent, and what would be most cost-effective to replace. This up-close analysis of the church helped Watford accurately and fairly judge and communicate to Rev. Garner exactly what needed to be done and how the work would be performed. The mobilization effort to begin restoring the church began four hours after the initial walk-through.

Ultimately, the walk-through enabled Rev. Garner to decide to award the restoration contract to ServiceMaster. But perhaps most importantly, his quick decision mitigated costly secondary damage to the church and its contents. Prompt action lead to approximately $125,000 in savings, as drying chambers salvaged many items - such as interior walls - that would have been lost if restoration had been delayed further.

With a torn roof, shattered glass, and water-drenched walls, the church required immediate and expert attention to mitigate secondary damage from rain that continued throughout the week following the tornado. The project, which was approved at 11 a.m., was well underway by 3 p.m. by a clean-up crew of 44 workers, including four supervisors.

Since the storm had downed power lines throughout the area, five generators were also brought to the site to provide electricity for power lights used into the evening. A drying chamber was erected on site to dry the walls, and sophisticated equipment was used to measure humidity in the walls.

The restoration crew worked until midnight of the first day of the restoration project to prevent further damage to the church’s computers - hand cleaning computers, video equipment and packing out 900 chairs. The crew also tore off soaked wallpaper to prevent further humidity from seeping into the walls.

A construction crew created temporary covering for the roof, and security guards were hired to prevent vandalism of the exposed structure.

On the second day, the restoration process continued with crews packing out the remaining contents of the church from the sanctuary, offices and kitchen. In total, over 1,400 boxes were filled, and the 40 foot trailer was filled four times with material and a 26-foot container filled eight times.

The contents of the church were moved to a 43,000-square-foot warehouse. At the warehouse, drying chambers were created to begin the restoration process. A portion of the warehouse was roped off and secured to serve as the chamber, as workers created walls of six mill plastic in which they placed the soaked chairs, desks, books and other objects. Huge drying fans and desiccant units pulled dry air through the area, funneling the air through plastic tubing. The burst of forced air into the sealed chamber pushed out the moisture, drying and restoring the objects.

Within two days, Rev. Garner was housed in a temporary work-space, enabling him to prepare the payroll for the church’s 12 full-time and 20 part-time employees. By the end of the first week, the church’s temporary office was established, with a few computers operational and eight employees back to work in this temporary office space.

“Overall, it was a good team effort by all involved - Church board members, insurance adjuster and our construction crew - that helped us get back on our feet in such a short time,” said Rev. Garner.



Keith Mathias is director of ServiceMaster Business continuity Services, Memphis, Tenn. 

Vital Records
Vital records protection for churches

by: Van Carlisle, CEO, Fire King International 

Anytime a church is stricken by fire, flood, hurricane, tornado or other disaster, most ministers and church leaders are able to understand that the congregants, not the building itself, are what make up the essence of a church. However, practically speaking, the sooner the rebuilding process begins, the sooner that shocked and devastated congregation members will begin to move forward. 

The concept, as it applies to commercial entities, is known as business continuity planning. It consists of plans and procedures that are focused on assuring continuous business operation and overall survival during and after a disaster. Companies that don't have good business continuity plans often fail to survive a business disruption — and the same applies to a church faced with a disaster such as a fire.

The first step in the business continuity planning process is to conduct a risk assessment and an impact assessment. Next, determine specific measures that can be put in place to prevent and mitigate risks and minimize damage if a disaster does occur. A key element in the process involves vital records protection (VRP.) 

Vital records protection

Vital records are defined as: records containing information essential to the survival of an organization in the event of a disaster. For churches, this could mean fundraising records; contracts or agreements that prove ownership of property, equipment and vehicles; insurance records; accounting and tax records; and personnel and payroll records. Churches need to differentiate between important historical archival data — marriage, birth and death records —and a current record or data that is essential for the survival and continued operation of a church.

According to the recommendations contained in the National Church Arson Task Force’s booklet, the "Church Threat Assessment Guide," churches are advised to "duplicate all documents, computer disks and records that are stored at the church (and) complete a comprehensive inventory of all furniture and equipment, to include serial numbers and value." 

Storage

In order to protect your church’s vital records properly, first research what equipment you will need to store your records, include fire-rated vaults, safes or file cabinets. Standard metal files and safes do not offer adequate fire protection. While they are attractive options because they seem cheaper, they may prove useless in a disaster. Remember, you're attempting to protect your most vital information assets, and it is highly advisable to obtain the highest quality. 

Part of that decision will be a determination of the best media to record and store data: microfilm; microfiche; optical disk; magnetic tapes; disks; cassettes; CD ROMs; DVDs; photographic materials; or other media. 

The key is for church officials to plan and develop a vital records protection strategy now, because once in the throes of a disaster, it's too late. 


Van Carlisle is president and CEO of Fire King in New Albany, Ind.

Threat and Risk Assessment
The Bureau of Alcohol, Tobacco and Firearms 
[image: image1.jpg]NATIONAL CHURCH ARSON TASK FORCE

Church Threat
Assessment Guide
R

‘ Department of the Treasury

% Department of Justice

Federal Emergency Management Agency

Bureau of Alcohol, Tobacco and Firearms

Federal Bureau of Investigation





MESSAGE FROM NATIONAL CHURCH ARSON TASK FORCE
The burning of churches is a particularly heinous crime because those who would attack our churches seek to strike at our most fundamental liberties and sources of personal support. Historically, churches have served as places of sanctuary, centers of the community, and symbols of freedom. The National Church Arson Task Force is committed to fully applying our investigative resources to determine the cause of those fires and arrest and prosecute those responsible for the arsons. 

One aspect of this commitment is the dissemination of the Church Threat Assessment guide. It contains valuable information on the steps that may be taken to prevent fires at churches, the steps to follow after an incident has occurred, the toll free telephone number, 1-888-ATF-FIRE, and the telephone numbers of ATF and FBI offices for providing authorities information about any acts of violence, or threats of violence, directed at churches nationwide. 

We must all work together to solve and prevent these despicable crimes. With your continued assistance and support, and your cooperation in applying the recommendations contained within this booklet, churches and congregations will be better protected from this type of violence. 

	James E. Johnson
Assistant Secretary
of the Treasury
(Enforcement)
	Deval L. Patrick
Assistant Attorney General
for Civil Rights
	John W. Magaw
Director,
Bureau of Alcohol,
Tobacco and Firearms
	Louis Freeh
Director,
Federal Bureau
of Investigation




CHURCH THREAT ASSESSMENT GUIDE

The following is a guide to assessing church vulnerability to arson and bombing attacks. It should not be considered all inclusive. Your local Bureau of Alcohol, Tobacco and Firearms (ATF) office, FBI office, fire, police or sheriff's department should be contacted for additional guidance concerning a specific plan for your church. 
Area Of Vulnerability

· Churches located in isolated or rural areas. 

· Churches left unattended for extended periods of time. 

· Churches with unsecured doors and/or uncovered windows leave weak points for forced entry by intruders. 

· The absence of an adequate burglar alarm system provides a determined criminal with additional time for criminal activity. 

· Heavy shrubs and outside vegetation, and/or the absence of sufficient perimeter lighting, provides security for criminals, not victims. 

Affirmative Actions To Reduce Vulnerability 

1. Install perimeter floodlights outside the building. 

Criminals can conceal their presence and activity from witnesses at night. Adequate lighting that illuminates all points of entry (doors, windows, skylights, etc.) discourages them. Interior lights in areas visible through exterior windows should be left on during all hours of darkness. Exterior lights should have protective screens over them to prevent vandalism. All lights should be checked weekly for serviceability. Relatively inexpensive motion activated and/or timing equipment may be purchased to automatically turn lights on and off. 

2. Install an adequate fire and burglar alarm system. 

Alarms should be installed by reputable local companies that can service and properly maintain the equipment. Please note that some municipalities or police departments have enacted burglar alarm standards and will not respond to false alarms by inferior systems that frequently cause false alarms. Check with your local police or sheriff's department. 

3. Solid wood or sheet metal faced doors provide extra integrity that a hollow core wooden door cannot. Metal security grates or screens that cover the entire door and frame also provide added security. 

A steel door frame that properly fits the door is as important as the construction of the door. 

With the proper foundation of a sufficient door and frame, the most obvious consideration, door locks, can be addressed. Long throw dead bolts of hardened steel are excellent deterrents to forced entry. Many standard locks are easy to pick or break open. Do remember that exits must remain operable for fire and life safety reasons. 

4. Install burglar-proof bars on screens, and large roof vents to prohibit access through them. However, it should be noted that aesthetic or fire safety considerations often preclude their use. If bars are used, they should be operable from interior and not limit exit or evacuation of building. Local ordinances should be researched BEFORE costly security renovations are undertaken. 
Windows are common points of entry for criminals, regardless of their height from the ground. Burglars can open unlocked windows, break glass and unlock locked windows, saw through metal or wooden frames, or pry entire window frames from exterior walls. 
5. Heavy shrubs and vines should be kept low to the ground to reduce their potential to conceal criminals or incendiary or explosive devices. Large trees or vines should be removed to prevent criminals from climbing to upper windows, large vents, or onto the roof. 
6. Participate in formal Neighborhood Watch type programs organized by local authorities. 

7. Meet with your neighbors and security personnel assigned to your neighboring businesses. Explain your situation and ask them to keep an eye on your church. 

8. Educate personnel on methods to deal with telephoned threats and conducting bomb searches. Develop a written protocol for threats and keep it posted. 

9. Document any strange or threatening phone calls. Talk with the phone company about tracing your lines or installing Caller ID to identify your callers if you are receiving threats. 

10. If a suspicious package or letter is received, immediately call your local police or sheriff's department. Do not touch or manipulate the object in any manner. Be alert for letters or packages that display an excessive amount of postage, contain grease stains, or have unfamiliar or missing return addresses. (See the "SUSPECT LETTER AND PACKAGE INDICATORS " page) 

11. Keep the handling of threatening correspondence, once identified, to an absolute minimum. Place envelopes, letters or the packages in clear plastic bags and do not compress the bag. Store them in another location until they can be turned over to law enforcement. 

12. On a rotating basis, have a member of the congregation, who is at least 18 years of age, check on the church daily. Evaluate the need for a security guard for nights and weekends. 

13. Obtain as detailed a physical description as possible of any suspicious person(s) noticed in or around your facility, including a description of vehicles and license numbers. (Refer to enclosed worksheet, "Suspect Description") 

14. Duplicate all documents, computer disks, and records that are stored at the church. Complete a comprehensive inventory of all furniture and equipment, to include serial numbers and value. Evaluate insurance coverage frequently. 

15. Remove all potential fire hazards from the church grounds, such as trash, lawn clippings and debris. Store all combustible materials in a locked room, shed, etc. 

CAUTIONARY NOTES:
A. DO NOT allow watch persons to sleep inside the church 

B. The carrying of firearms, nightsticks, mace, or any type of weapon while conducting surveillance or participating in church watch programs should not be permitted. 

C. DO NOT approach a suspicious person, challenge anyone, or otherwise place yourself in jeopardy. If a suspicious situation is found, report it to the nearest law enforcement agency. Take detailed, legible notes of the activity, which may be used later for court or police purposes. 

D. DO NOT pursue vehicle or suspects. 

E. Remember, you do not possess police powers and you are liable as an individual for civil and criminal charges should you exceed your authority. The key is to OBSERVE and REPORT. 

F. DO NOT allow anyone to check on the church after having consumed alcohol. Do not allow anyone to stand watch and consume alcohol. 

G. If possible, conduct the watch patrol in pairs. 

H. Conduct watches in a random fashion and not in an observable pattern. 

OTHER CRIMES AGAINST CHURCHES
It is a crime if your place of worship is defaced or vandalized. Also, should any of the members of your congregation be threatened or intimidated by an individual or group obstructing their free exercise of religious beliefs, immediately contact local law enforcement authorities and the nearest FBI office. All of the above incidents are serious matters which the FBI can and will investigate under Federal Civil Rights Statutes. 

CONCLUSION
Please realize that a perfect security system does not exist and that some of these recommendations may or may not be practical for a place of worship. However, these suggestions can reduce the potential for an arson, bombing, vandalism or burglary at your church. Many of the listed security measures are quite expensive and may be be-yond the means of many churches. Local police crime prevention sections are excellent sources for security evaluations and suggestions. Also, local fire departments can pro-vide on-site fire safety and arson prevention inspections. They will assist you in prioritizing your needs within your budget constraints. 

We realize these recommendations are not all inclusive. We welcome your ideas for improving this assessment and also the descriptions of any measures you have taken, not contained within this guide, that should be shared with other congregations. Please contact the Task Force through our Toll Free number, 1-888-ATF-FIRE, to provide this information. 

Through the Clearinghouse for Arson Prevention Resources, the Federal Emergency Management Agency (FEMA) is making available an assortment of arson prevention brochures and pamphlets. Technical assistance on the development of arson watch teams is also available. Requests for arson prevention workshops, as well as for on-site safety inspections of houses of worship can be made through the Clearinghouse. If you are interested in arson prevention information, please contact the Clearinghouse toll-free by dialing 1-888-603-3100. FEMA has also added a special section to its World Wide Web site (http://www.fema.gov) in support of the National Arson Prevention Initiative. 
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NATIONAL CHURCH ARSON TASK FORCE

   ATF National Arson Hotline                           Toll Free 1-888-ATF-FIRE

     (Operational 24 Hours A Day)

   ATF National Bomb HOTLINE                            Toll Free 1-888-ATF-BOMB

     (Operational 24 Hours A Day)

   Clearinghouse For Arson Prevention Resources         Toll Free 1-888-603-3100

Business Continuity Policy
Business Continuity Disclosure Example
Charter Financial Services / Commonwealth Church Finance has a business continuity plan that will be activated in the event of a significant business disruption, such as a natural disaster, power outages or other events.  The plan is intended to permit Charter / Commonwealth to continue critical business operations during these types of disruptions.

The Business Continuity Plan addresses the actions that Charter / Commonwealth will take in the event that the significant disruptions affect a single building, a business district, a citywide area, or an entire region.  Charter / Commonwealth has different planned recovery times depending on the severity of the significant business disruption.  For the most significant business disruption scenario, critical business operations would be resumed with two days.

To support the planned recovery times, Charter / Commonwealth maintains a back-up facility.  Business activity would resume at a remote location.  The Business Continuity Plan will be reviewed, updated and tested periodically. 

Business Continuity Planning
Business Continuity Planning Process
By Geoffrey H. Wold
Part I of III
This is the first of a three-part series that describes the planning process related to business continuity. Based on the various considerations addressed during the planning phase, the process itself and related methodology can be equally as beneficial as the final written plan.  

Most businesses depend heavily on technology and automated systems, and their disruption for even a few days could cause severe financial loss and threaten survival.  The continued operations of an organization depend on management’s awareness of potential disasters, their ability to develop a plan to minimize disruptions of critical functions and the capability to recovery operations expediently and successfully.
A business continuity plan is a comprehensive statement of consistent actions to be taken before, during and after a disaster. The plan should be documented and tested to ensure the continuity of operations and availability of critical resources in the event of a disaster.

The primary objective of business continuity planning is to protect the organization in the event that all or part of its operations and/or computer services are rendered unusable. Preparedness is the key. The planning process should minimize the disruption of operations and ensure some level of organizational stability and an orderly recovery after a disaster.
Other objectives of business continuity planning include:
· Providing a sense of security

· Minimizing risk of delays

· Guaranteeing the reliability of standby systems

· Providing a standard for testing the plan.

· Minimizing decision-making during a disaster

The three-part diagram illustrates the planning process. The methodology is described below.

1. Obtain Top Management Commitment
Top management must support and be involved in the development of the business continuity planning process. Management should be responsible for coordinating the business continuity plan and ensuring its effectiveness within the organization.
Adequate time and resources must be committed to the development of an effective plan. Resources could include both financial considerations and the effort of all personnel involved.

2. Establish a planning committee
A planning committee should be appointed to oversee the development and implementation of the plan. The planning committee should include representatives from all functional areas of the organization. Key committee members should include the operations manager and the data processing manager. The committee also should define the scope of the plan.

3. Perform a risk assessment
The planning committee should prepare a risk analysis and business impact analysis that includes a range of possible disasters, including natural, technical and human threats.
Each functional area of the organization should be analyzed to determine the potential consequence and impact associated with several disaster scenarios. The risk assessment process should also evaluate the safety of critical documents and vital records.
Traditionally, fire has posed the greatest threat to an organization. Intentional human destruction, however, should also be considered. The plan should provide for the “worst case” situation: destruction of the main building.
It is important to assess the impacts and consequences resulting from loss of information and services. The planning committee should also analyze the costs related to minimizing the potential exposures.

4. Establish priorities for processing and operations
The critical needs of each department within the organization should be carefully evaluated in such areas as: 

• Functional operations
· Key personnel

· Information

· Processing Systems

· Service

· Documentation

· Vital records

· Policies and procedures


Processing and operations should be analyzed to determine the maximum amount of time that the department and organization can operate without each critical system.
Critical needs are defined as the necessary procedures and equipment required to continue operations should a department, computer center, main facility or a combination of these be destroyed or become inaccessible.

A method of determining the critical needs of a department is to document all the functions performed by each department. Once the primary functions have been identified, the operations and processes should be ranked in order of priority: Essential, important and non-essential.

5. Determine Recovery Strategies

The most practical alternatives for processing in case of a disaster should be researched and evaluated. It is important to consider all aspects of the organization such as:
· Facilities

· Hardware

· Software

· Communications

· Data files

· Customer services

· User operations

· MIS

· End-user systems

· Other processing operations

Alternatives, dependent upon the evaluation of the computer function, may include:
· Hot sites

· Warm sites

· Cold sites

· Reciprocal agreements

· Two data centers

· Multiple computers

· Service centers

· Consortium arrangement

· Vendor supplied equipment

· Combinations of the above

Written agreements for the specific recovery alternatives selected should be prepared, including the following special considerations:
· Contract duration

· Termination conditions

· Testing

· Costs

· Special security procedures

· Notification of systems changes

· Hours of operation

· Specific hardware and other equipment required for processing

· Personnel requirements

· Circumstances constituting an emergency

· Process to negotiate extension of service

· Guarantee of compatibility

· Availability

· Non-mainframe resource requirements

· Priorities

· Other contractual issues

6. Perform Data Collection

Recommended data gathering materials and documentation includes:
· Backup position listing

· Critical telephone numbers

· Communications Inventory

· Distribution register

· Documentation inventory

· Equipment inventory

· Forms inventory

· Insurance Policy inventory

· Main computer hardware inventory

· Master call list

· Master vendor list

· Microcomputer hardware and software inventory

· Notification checklist

· Office supply inventory

· Off-site storage location inventory

· Software and data files backup/retention schedules

· Telephone inventory

· Temporary location specifications

· Other materials and documentation

It is extremely helpful to develop pre-formatted forms to facilitate the data gathering process.

7. Organize and document a written plan

An outline of the plan’s contents should be prepared to guide the development of the detailed procedures. Top management should review and approve the proposed plan. The outline can ultimately be used for the table of contents after final revision. Other benefits of this approach are that it:
· Helps to organize the detailed procedures

· Identifies all major steps before the writing begins

· Identifies redundant procedures that only need to be written once

· Provides a road map for developing the procedures

A standard format should be developed to facilitate the writing of detailed procedures and the documentation of other information to be included in the plan. This will help ensure that the disaster plan follows a consistent format and allows for ongoing maintenance of the plan. Standardization is especially important if more than one person is involved in writing the procedures.

The plan should be thoroughly developed, including all detailed procedures to be used before, during and after a disaster. It may not be practical to develop detailed procedures until backup alternatives have been defined.

The procedures should include methods for maintaining and updating the plan to reflect any significant internal, external or systems changes. The procedures should allow for a regular review of the plan by key personnel within the organization.

The business continuity plan should be structured using a team approach. Specific responsibilities should be assigned to the appropriate team for each functional area of the company. 

There should be teams responsible for administrative functions, facilities, logistics, user support, computer backup, restoration and other important areas in the organization.

The structure of the contingency organization may not be the same as the existing organization chart. The contingency organization is usually structures with teams responsible for major functional areas such as:
· Administrative functions

· Facilities

· Logistics

· User support

· Computer backup

· Restoration

· Other important areas

The management team is especially important because it coordinates the recovery process. The team should assess the disaster, activate the recovery plan, and contact team managers.
The management team also oversees, documents and monitors the recovery process. Management team members should be the final decision-makers in setting priorities, policies and procedures.

Each team has specific responsibilities that must be completed to ensure successful execution of the plan. The teams should have an assigned manager and an alternate in case the team manager is not available. Other team members should also have specific assignments where possible.

8. Develop testing criteria and procedures
It is essential that the plan be thoroughly tested and evaluated on a regular basis (at least annually). Procedures to test the plan should be documented. The tests will provide the organization with the assurance that all necessary steps are included in the plan. Other reasons for testing include:
· Determining the feasibility and compatibility of backup facilities and procedures

· Identifying areas in the plan that need modification

· Providing training to the team managers and team members

· Demonstrating the ability of the organization to recover

· Providing motivation for maintaining and updating the business continuity plan

9. Test the Plan
After testing procedures have been completed, an initial test of the plan should be performed by conducting a structured walk-through test. The test will provide additional information regarding any further steps that may need to be included, changes in procedures that are not effective, and other appropriate adjustments. The plan should be updated to correct any problems identified during the test. Initially, testing of the plan should be done in sections and after normal business hours to minimize disruptions to the overall operations of the organization.

Types of tests include:
· Checklist tests

· Simulation tests

· Parallel tests

· Full interruption tests

10. Approve the plan
Once the business continuity plan has been written and tested, the plan should be approved by top management. It is top management’s ultimate responsibility that the organization has a documented and tested plan.
Management is responsible for:
· Establishing policies, procedures and responsibilities for comprehensive contingency planning

· Reviewing and approving the contingency plan annually, documenting such reviews in writing

If the organization receives information processing from a service bureau, management must also:
· Evaluate the adequacy of contingency plans for its service bureau

· Ensure that its contingency plan is compatible with its service bureau’s plan

Conclusion

Business continuity planning involves more than off-site storage or backup processing. Organizations should also develop written, comprehensive business continuity plans that address all the critical operations and functions of the business. The plan should include documented and tested procedures, which, if followed, will ensure the ongoing availability of critical resources and continuity of operations.
The probability of a disaster occurring in an organization is highly uncertain. A disaster plan, however, is similar to liability insurance: it provides a certain level of comfort in knowing that if a major catastrophe occurs, it will not result in financial disaster. Insurance alone is not adequate because it may not compensate for the incalculable loss of business during the interruption or the business that never returns.
Other reasons to develop a comprehensive business continuity plan include:
· Minimizing potential economic loss

· Decreasing potential exposures

· Reducing the probability of occurrence

· Reducing disruptions to operations

· Ensuring organizational stability

· Providing an orderly recovery

· Minimizing insurance premiums

· Reducing reliance on certain key individuals

· Protecting the assets of the organization

· Ensuring the safety of personnel and customers

· Minimizing decision-making during a disastrous event

· Minimizing legal liability

The second part of this series will describe specific methods for organizing and writing a comprehensive business continuity plan.
Part II of III

This is the second of a three-part series that describes specific methods for organizing and writing a comprehensive business continuity plan. The first part of this series described the process for developing a thorough business continuity plan.

A well-organized business continuity plan will directly affect the recovery capabilities of the organization. The contents of the plan should follow a logical sequence and be written in a standard and understandable format.

Effective documentation and procedures are extremely important in a business continuity plan. Considerable effort and time are necessary to develop a plan. However, most plans are difficult to use and become outdated quickly. Poorly written procedures can be extremely frustrating. Well-written plans reduce the time required to read and understand the procedures and therefore, result in a better chance of success if the plan has to be used. Well-written plans are also brief and to the point.

Standard Format

A standard format for the procedures should be developed to facilitate the consistency and conformity throughout the plan. Standardization is especially important if several people write the procedures. Two basic formats are used to write the plan: Background information and instructional information.

Background information should be written using indicative sentences while the imperative style should be used for writing instructions. Indicative sentences have a direct subject-verb-predicate structure, while imperative sentences start with a verb (the pronoun “you” is assumed) and issue directions to be followed.

Recommended background information includes:

· Purpose of the procedure

· Scope of the procedure (e.g. location, equipment, personnel, and time associated with what the procedure encompasses)

· Reference materials (i.e., other manuals, information, or materials that should be consulted)

· Documentation describing the applicable forms that must be used when performing the procedures

· Authorizations listing the specific approvals required

· Particular policies applicable to the procedures

· Instructions should be developed on a preprinted form. A suggested format for instructional information is to separate headings common to each page from details of procedures. Headings should include:

· Subject category number and description

· Subject subcategory number and description

· Page number

· Revision number

· Superseded date

Writing Methods

Procedures should be clearly written. Helpful methods for writing the detailed procedures include:

Be specific. Write the plan with the assumption it will be implemented by personnel completely unfamiliar with the function and operation.

· Use short, direct sentences, and keep them simple. Long sentences can overwhelm or confuse the reader.

· Use topic sentences to start each paragraph.

· Use short paragraphs. Long paragraphs can be detrimental to reader comprehension.

· Present one idea at a time. Two thoughts normally require two sentences.

· Use active voice verbs in present tense. Passive voice sentences can be lengthy and may be misinterpreted.

· Avoid jargon.

· Use position titles (rather than personal names of individuals) to reduce maintenance and revision requirements.

· Avoid gender nouns and pronouns that may cause unnecessary revision requirements.

· Develop uniformity in procedures to simplify the training process and minimize exceptions to conditions and actions.

· Identify events that occur in parallel and events that must occur sequentially.

· Use descriptive verbs. 
Nondescriptive verbs such as “make” and “take” can cause procedures to be excessively wordy. Examples of descriptive verbs are:

· Acquire Count Log

· Activate Create Move

· Advise Declare Pay

· Answer Deliver Print

· Assist Enter Record

· Back Up Explain Replace

· Balance File Report

· Compare Inform Review

· Compile List Store

· Contact Locate Type

Scope

Although most business continuity plans address only data processing related activities, a comprehensive plan will also include areas of operation outside data processing.

The plan should have a broad scope if it is to effectively address the many disaster scenarios that could affect the organization.

A “worst case scenario” should be the basis for developing the plan. The worst case scenario is the destruction of the main or primary facility

Because the plan is written based on this premise, less critical situations can be handled by using only the needed portions of the plan, with minor ( if any) alterations required.

Planning Assumptions

Every business continuity plan has a foundation of assumptions on which the plan is based. The assumptions limit the circumstances that the plan addresses.

The limits define the magnitude of the disaster the organization is preparing to address. The assumptions can often be identified by asking the following questions:

· What equipment/facilities have been destroyed?

· What is the timing of the disruption?

· What records, files and materials were protected from destruction?

· What resources are available following the disaster:

· Staffing?

· Equipment?

· Communications?

· Transportation?

· Hot site/alternate site?

Following is a list of typical planning assumptions to be considered in writing the business continuity plan:

· The main facility of the organization has been destroyed

· Staff is available to perform critical functions defined within the plan

· Staff can be notified and can report to the backup site(s) to perform critical processing, recovery and reconstruction activities

· Off-site storage facilities and materials survive

· The business continuity plan is current

· Subsets of the overall plan can be used to recover from minor interruptions

· An alternate facility is available

· An adequate supply of critical forms and supplies are stored off-site, either at an alternate facility or off-site storage

· A backup site is available for processing the organization’s work

· The necessary long distance and local communications lines are available to the organization

· Surface transportation in the local area is possible

· Vendors will perform according to their general commitments to support the organization in a disaster

This list of assumptions is not all inclusive, but is intended as a thought provoking process in the beginning stage of planning.  The assumptions themselves will often dictate the makeup of the plan; therefore, management should carefully review them for appropriateness.

Team Approach

The structure of the contingency organization may not be the same as the existing organization chart.  The team approach is used in developing a plan as well as recovery from a disaster. The teams have specific responsibilities and allow for a smooth recovery.

Within each team a manager and an alternate should be designated. These persons provide the necessary leadership and direction in developing the sections of the plan and carrying out the responsibilities at the time of a disaster.

Potential teams include:

· Management team

· Business recovery team

· Departmental recovery team

· Computer recovery team

· Damage assessment team

· Security team

· Facilities support team

· Administrative support team

· Logistics support team

· User support team

· Computer backup team

· Off-site storage team

· Software team

· Communications team

· Applications team

· Computer restoration team

· Human relations team

· Marketing/Customer relations team

· Other teams

Various combinations of the above teams are possible depending on the size and requirements of the organization. The number of members assigned to a specific team can also vary depending on need.

Summary

The benefits of effective business continuity procedures include:

· Eliminating confusion and errors

· Providing training materials for new employees

· Reducing reliance on certain key individuals and functions

In the next issue, the third part of this series will describe specific methods and materials that can expedite the data collection process.
Part III of III

This is the third part of a series that describe specific methods for organizing and writing a comprehensive business continuity plan. The first part of this series described the process for developing a thorough business continuity plan. The second article described specific methods for organizing and writing a comprehensive business continuity plan. This article presents particular methods and materials that can expedite the data collection process.

Business continuity is a concern of the entire organization, not just data processing. To develop an effective plan, all departments should be involved. Within all departments the critical needs should be identified. Critical needs include all information and equipment needed in order to continue operations should a department be destroyed or become inaccessible.

DETERMINING CRITICAL NEEDS

To determine the critical needs of the organization, each department should document all the functions performed within that department. An analysis over a period of two weeks to one month can indicate the principle functions performed inside and outside the department, and assist in identifying the necessary data requirements for the department to conduct its daily operations satisfactorily. Some of the diagnostic questions that can be asked include:

1. If a disaster occurred, how long could the department function without the existing equipment and departmental organization?

2. What are the high priority tasks including critical manual functions and processes in the department? How often are these tasks performed, e.g., daily, weekly, monthly, etc.?

3. What staffing, equipment, forms and supplies would be necessary to perform the high priority tasks?

4. How would the critical equipment, forms and supplies be replaced in a disaster situation?

5. Does any of the above information require long lead times for replacement?

6. What reference manuals and operating procedure manuals are used in the department? How would these be replaced in the event of a disaster?

7. Should any forms, supplies, equipment, procedure manuals or reference manuals from the department be stored in an off-site location?

8. Identify the storage and security of original documents. How would this information be replaced in the event of a disaster? Should any of this information be in a more protected location?

9. What are the current microcomputer backup procedures? Have the backups been restored? Should any critical backup copies be stored off-site?

10. What would the temporary operating procedures be in the event of a disaster?

11. How would other departments be affected by an interruption in the department?

12. What effect would a disaster at the main computer have on the department?

13. What outside services/vendors are relied on for normal operation?

14. Would a disaster in the department jeopardize any legal requirements for reporting?

15. Are job descriptions available and current for the department?

16. Are department personnel cross-trained?

17. Who would be responsible for maintaining the department’s contingency plan?

18. Are there other concerns related to planning for business continuity?

The critical needs can be obtained in a consistent manner by using a User Department Questionnaire. As illustrated, the questionnaire focuses on documenting critical activities in each department and identifying related minimum requirements for staff, equipment, forms, supplies, documentation, facilities and other resources.

SETTING PRIORITIES ON PROCESSING AND OPERATIONS

Once the critical needs have been documented, management can set priorities within departments for the overall recovery of the organization. Activities of each department could be given priorities in the following manner

· Essential activities - A disruption in service exceeding one day would jeopardize seriously the operation of the organization.

· Recommended activities - a disruption of service exceeding one week would jeopardize seriously the operation of the organization.

· Nonessential activities - This information would be convenient to have but would not detract seriously from the operating capabilities if it were missing.

RECORD RETENTION GUIDELINES

A systematic approach to records management is an important part of a comprehensive business continuity plan. Additional benefits include:

· Reduced storage costs
· Expedited customer service
· Federal and state regulatory compliance
Records are not only retained as proof of financial transactions, but also to verify compliance with legal and regulatory requirements. In addition, businesses must satisfy retention requirements as an organization and employer. These records are used for independent examination and verification of sound business practices. Federal and State requirements for records retention must be analyzed by each organization individually. Each organization should have its legal counsel approve its own retention schedule.

As well as retaining records, the organization should be aware of the specific record salvage techniques and procedures to follow for different types of media. Potential types of media include:

· Paper

· Magnetic

· Microfilm/Microfiche

· Image

· Photographic

· Other

OTHER DATA GATHERING TECHNIQUES

Other information that can be compiled by using preformatted data gathering forms include:

· Equipment Inventory to document all critical equipment required by the organization. If the recovery lead time is longer than acceptable, a backup alternative should be considered.

· Master vendor List to identify vendors that provide critical goods and services.

· Office Supply Inventory to record the critical office supply inventory to facilitate replacement. If an item has a longer lead time than is acceptable, a larger quantity should be stored off-site.

· Forms Inventory Listing to document all forms used by the organization to facilitate replacement. This list should include computer forms and non-computer forms.

· Documentation Inventory Listing to record inventory of critical documentation manuals and materials. It is important to determine whether backup copies of the critical documentation are available. They may be stored on disk, obtained from branch offices, available from outside sources, vendors and other sources.

· Critical Telephone Numbers to list critical telephone numbers, contact names, and specific services for organizations and vendors important in the recovery process.

· Notification Checklist to document responsibilities for notifying personnel, vendors and other parties. Each team should be assigned specific parties to contact.

· Master Call List to document employee telephone numbers.

· Backup Position Listing to identify backup employees for each critical position within the organization. Certain key personnel may not be available in a disaster situation; therefore, backups for each critical position should be identified.

· Specifications for Off-Site Location to document the desired/required specifications of a possible alternative site for each existing location.

· Off-Site Storage Location Inventory to document all materials stored off-site.

· Hardware and Software Inventory Listing to document the inventory of hardware and software.

· Telephone Inventory Listing to document existing telephone systems used by the organization.

· Insurance Policies Listing to document insurance policies in force.

· Communications Inventory Listing to document all components of the communications network.

There are several PC-based business continuity planning systems that can be used to facilitate the data gathering process and to develop the plan. Typically, these systems emphasize either a database application or a word processing application. The most comprehensive systems use a combination of integrated applications.

Some PC-based systems include a sample plan that can be tailored to the unique requirements of each organization. Other materials can include instructions which address the business continuity related issues that the organization must consider during the planning process such as disaster prevention, insurance analysis, record retention and backup strategies. Specialized consulting may also be available with the system to provide on-site installation, training and consulting on various business continuity planning issues.

The benefits of using a PC-based system for developing a business continuity plan include:

· A systematic approach to the planning process.

· Pre-designed methodologies.

· An effective method for maintenance.

· A significant reduction in time and effort in the planning and development process.

· A proven technique.

Recently, other PC-based tools have been developed to assist with the process, including business continuity planning tutorial systems and software to facilitate the testing process. 

CONCLUSION

Business continuity planning involves more than off-site storage or backup processing.  Organizations should also develop written, comprehensive business continuity plans that address all the critical operations and functions of the business. The plan should include documented and tested procedures, which, if followed, will ensure the ongoing availability of critical resources and continuity of operations.

The benefits of developing a comprehensive business continuity plan include:

· Minimizing potential economic loss
· Decreasing potential exposures
· Reducing the probability of occurrence
· Reducing disruptions to operations
· Ensuring organizational stability
· Providing an orderly recovery
· Minimizing insurance premiums
· Reducing reliance on certain key individuals
· Protecting the assets of the organization
· Ensuring the safety of personnel and customers
· Minimizing decision-making during a disastrous event
· Minimizing legal liability


Geoffrey H. Wold is the National Director of Information Systems and Technology Consulting for the CPA/Consulting firm of McGladrey & Pullen. He has written four books on business continuity planning. 


Components of a Business Continuity Plan
Maintaining Business and Ministry with a Church Continuity Plan

During a pandemic your church will want to have plans in place to ensure that operations continue smoothly and are not a source of stress or crisis.
While churches and congregations are not businesses, they do provide critical services and sanctuary, employ staff, purchase and maintain equipment and supplies, require reliable building heating/ventilating/air conditioning, require income streams, payment of expenses and banking services, information technology and communication systems. All or some of these services and systems are easily disrupted during a disaster or other emergency directly affecting your church or your community or even your province. New church building plans, including building systems, equipment and furnishings, should take these service continuity factors into account, e.g. showers for men and women, ability to easily connect portable generators to electrical system if prolonged power outage, mass public feeding, etc.

A Church Continuity Plan attempts to ensure critical congregational services and activities can continue during a disaster and that there is a plan to resume normal functioning after the disaster. It will help keep your congregation viable during and after a disruptive event.

Critical services or products are those that must be delivered to ensure survival, avoid causing injury, and meet legal or other obligations of an organization. Business Continuity Planning is a proactive planning process that ensures critical services or products are delivered during a disruption, and normal services or products are resumed as effectively as possible after the disruption.

A Church Continuity Plan includes:

· Plans, measures and arrangements to ensure the continuous delivery of critical services and products, which permits the organization to recover its facility, data and assets. 

· Identification of necessary resources to support business continuity, including personnel, information, equipment, financial allocations, legal counsel, infrastructure protection and accommodations.

Human Resources

Not only will a number of people be sick, but they will have sick children or others to care for, and may even be afraid of coming to work. Some will request time away to attend to child care needs if their regular service providers are no longer able to care for children. Increased attendance at funerals may also demand time. Leave requests to attend to these needs will impact all church staff (the pastors, the secretary and the custodian).   Alternately, some people will insist on coming to work when they are not well – how do you make sure these people are not burning out as they feel compelled to keep going?

Churches should establish a generous sick leave policy for pandemic emergencies. In your policy indicate that sick people will be sent home.

Encourage annual immunizations for staff. Consider paying for annual influenza vaccinations for those employees not eligible for publicly funded vaccine. 

Establish flexible work policies to accommodate working from home when possible.

Consider what pastoral, social service and mental health supports need to be put in place for staff. Watch for stress and burnout.

Financial
Many ministries can continue because of the financial contributions of its members. If contributions were to cease, or if congregations could not gather as normal to collect donations, how would you make sure there was enough money to pay the staff and continue contributing to vital ministries, on top of the normal paying of bills?

Collection practices - how will donations be received? If you are able to congregate in a space, you should consider replacing the practice of passing the basket with a central basket that people can access. If people cannot gather or cannot make it to church, how can they continue to make donations? By check? Can the church start an EFT (electronic funds transfer) service so that members can automatically donate to their church?

Payroll, bills and other Ministry support - In addition to all of the other stresses pandemic ushers in, it can be quite stressful to wonder if you will be paid. Congregations need to consider how their pastors and other staff will be paid. Make back up plans and procedures for people who receive and pay out accounts.  For example, if the treasurer is sick, determine who will be able to back up this service and sign checks, ensure that bills are paid, and that area, national and international ministries can continue to function through church donations. Perhaps your congregation will want to consider setting up a mutual aid fund for emergencies within the congregation.

Physical
Plan for adequate essential supplies on hand in preparation for an emergency. In North America we live in a just-in-time delivery system, which means that supplies are not normally stockpiled, but they are delivered “just-in-time” for use. We can expect to see delays in delivery and lack of supplies due to absenteeism in other businesses. What happens if there is a delay in deliveries?  Consider health concerns as well. Should your church be stocking up on certain supplies? Definitely there will be a need to have adequate stocks of cleaning supplies, bathroom supplies (such as toilet and tissue paper and pump hand soap) in the church. What will the custodians need to do their jobs safely and well? Extra gloves? Where will you store extra supplies?

If people are ill or absent, consider how property maintenance issues will be handled and ongoing procurement of supplies.

What is the proper way to clean? How about washrooms? How about children’s toys in the Sunday School classrooms? Can you run them through a dishwasher after use? Each classroom will need a box of tissues and a waste basket and to have the tables cleaned after each class using soap and hot water. You can still use your regular cleaning solutions, but should be cleaning your facilities more regularly. Pay special attention to horizontal surfaces, where people tend to congregate and touch more. Check with your local health authority about the best way to clean. 
Review your current cleaning protocols and decide how they will change during a pandemic. Document all your plans; make them known and accessible in an emergency.

Washing hands with soap and water is preferable, but are there areas in the church where hand sanitizer stations should be placed for access when a sink is not available. Consider the entrances to the church, entrance into the sanctuary, meeting rooms and other areas where people congregate. Ensure there is appropriate signage for congregants and visitors to locate these stations easily. Post proper hand washing techniques at all sinks and hand sanitizer stations.

Will your physical space be used for other purposes – for example, a feeding station in your neighborhood, a space to hold funeral services to handle overflow at funeral homes? Consider how your church can use its space for services to the community if you do not already have programs running. Talk to neighboring churches – should you get together for services, reduce power and use one building?

If you are using the church website or email as a major communication tool for your church, who will be responsible for maintaining and updating it and repairing it? What if that person is unavailable due to illness or other type of absence?

Measures 

· Flu-Fighting Facts and Pandemic Prep

Church Communications

1.  How does your congregation currently communicate with one another?

This is the first question to ask yourselves. You already have practices and methods in place. Name and list these. These might include: phone trees, church mailboxes, the Sunday morning bulletin, an email group list, a website, local radio announcements, local newspapers announcements, church phone pre-recorded messages, etc.

Do your current practices take into account persons in your congregation from different language groups, reading levels, and those coming from different cultures? Crisis communication with these groups will become increasing complex if not already addressed in ordinary times.

2. How are you going to communicate with each other in crisis?  How will your communication methods be affected?  What will need to change?

In answering these questions, at least these three factors need to be kept in mind:

i)  a percentage of the congregants will be housebound and/or ill;  

ii) your congregation may not be able to gather as group;

iii) services (internet, phone, newspaper etc) could and most likely will be diminished due to staff absenteeism in those work places.

In preparation for crisis including pandemic, communication methods to develop could be: a website for your church where announcements can be posted, an email group (if enough congregants have email and read it regularly), or a phone tree. These tools would best be created and practiced in advance of any crisis.

3. Rumors, misinformation, anxiety, fear and confusion are likely to multiply during a crisis/pandemic situation. Think about how your church and its members will address the fear and rumors that will inevitably circulate.

Some considerations:

· Your members will very likely trust what the church leadership has to say on the current situation, possibly more than they will trust the media and the government. 

· Some of your members will read everything they can get their hands on and some will stay away from all public information. 

· Leadership in your church could take the most current news each day from reliable sources (see link below) and disseminate it amongst your members through methods developed above.  Keep the messaging as consistent as possible with what local and/or federal or world health authorities are communicating. 

· Include clear directions and simple facts that are informative but do not increase anxiety and fear. Communicate in ways that are appropriate to each of the social and demographic groups in your congregation.
4. Communications Summary: 

The church’s checklist of next steps:

____ Evaluate current practices/methods of communications evaluate how they will work/change during times of crisis. 

____ Develop new ways of communicating now such as a website or relationship with a local radio station. 

____ Practice your chosen methods during “normal” times or any small “crisis” (such as blizzard conditions on a Saturday evening). 

____ PLAN and PRACTICE!   Include all of your congregational subgroups.
CONGREGATIONAL MUTUAL AID RESPONSES DURING A PANDEMIC

Assisting and restoring people and families towards wholeness; spiritual, emotional and

physical, is always the highest goal of mutual aid. Two scripture passages which are frequently

and commonly used to under-gird the Anabaptist emphasis on mutual aid are:

· “Bear one another’s burdens and in this way you will fulfill the law of Christ.” Galatians 6:2

· “I do not mean that there should be relief for others and pressure on you, but it is a question of fair balance between your present abundance and their need, so that their abundance may be for your need, in order that there may be a fair balance.” 2 Corinthians 8: 13-14

By definition, healthy communities practice such mutual aid admirably well. People live with the knowledge that whatever happens, their community will be there for them and surround them with practical assistance and care. People live with the commitment that if their sisters and brothers in the faith are hurting, they will be available to help carry the burden.

Such care is natural and second nature in our church communities. However, during a time of a flu pandemic, normal mechanisms of support may well break down due to the severity and scope of the pandemic. Human, energy and time resources may become scarce. Unfortunately this may occur precisely at a time when people most need support and assistance.

While it is impossible to anticipate all the scenarios that may occur during a flu pandemic,

having certain precautionary systems in place and having given thought to coping in the difficult

circumstances of possible scarce human resources will go a long way in avoiding both despair and panic. In light of this, congregations are encouraged to give some thought and

consideration to the following anticipatory and precautionary measures:
1. Consider appointing an Emergency Management Team with the responsibility to

develop a Disaster Recovery and Continuity plan for the congregation. It would be this team’s responsibility to coordinate efforts due to a flu pandemic or any other disaster. 

2. If not already in place, be sure that your congregation has a care fund, deacon’s fund

or other named fund to assist when there are financial needs. Ensure that clearly

defined policies are in place outlining in what circumstances this fund will be used and

who has the authority to authorize expenditures from the fund.
3. Designate a mutual aid call centre, preferably in the church or if necessary some other public space, where personnel can be available to stay in touch with all families in the congregation. Have several people appointed to operate this call centre in case some are ill. The purpose of the call centre would be two-fold:

a. It is a place where people can call for assistance and support.

b. Alternatively the person(s) at the centre can call on all households to determine

how they are coping and determine if emergencies exist.

4. A variation of # 2 in congregations where most or all people have access, might be a

form of internet or email communication, accessible to all people in the congregation.

Here people can post information and needs and others can respond. It would provide

a form of congregational networking during a time when people may be forbidden to

meet together, are housebound and become discouraged or overwhelmed by circumstances.

5. A third alternative given the sophistication of current telephone technology is have a system which allows messages to automatically be sent by telephone to all households in the congregation. This is an excellent way to inform all congregational households of an emergency or in the case of a pandemic let people know of restrictions imposed by authorities, etc.

6. Ensure there is a current listing of all congregational households that is up-to-date with

names of all household members, ages and the phone number and email address.

7. Develop and maintain a skills or gift inventory within the congregation so the call centre leadership knows who to call if specific skill sets are required. Consider such skills as child care (if both parents are ill), nursing skills, drivers willing to do grocery shopping or taking people to appointments, persons who can provide pastoral care in case pastoral staff is ill or overloaded.

8. Consider what would happen if your pastor or pastors were ill and unavailable. Is there a roster of people available for pastoral care or even to do funerals, given that in a pandemic the likelihood of funerals may be higher than normal.

9. Consider planning jointly with other sister congregations or congregations in the community to look after crises in each other’s congregations. In some areas this could occur in community ministerial or regional clusters of Mennonite congregations. Be sure any understandings are in writing and available to people in the mutual aid call centre so it is known who to contact. 
10. Congregational families within a neighborhood or smaller community may wish to create their own mutual assistance network to care for each other and children if needed during a pandemic. The congregation may wish to provide a structure or guidelines for this to occur.

11. Give consideration and do some planning in how your congregation can assist the larger community around the church to cope with a pandemic, through personnel, or through possible use of facilities.

12. Give thought to emergency supplies that might become part of a pandemic response such as surgical masks for those who must intervene in cases where people are ill. Be sure such supplies are purchased and stored in advance of the event.
10 Items for Your Business Continuity Wish List
We all have to address business continuity (BC) at various levels, but we typically must apply the technology to fit rigid parameters—such as less cost or functionality—instead of being able to do it right. But what if you didn't have any limitations to hold you back? How would you create the perfect BC model? Here are some things (however unrealistic) that might go into building the perfect environment for meeting BC requirements.

1. The network is transparent

Providing transparent network connectivity is our number one challenge in making the ideal BC environment. If subnets for data center components were designed to be available across multiple locations without reliance on one piece in another data center, BC failover would be a breeze. Sure, a lot can be done to manage the use of a BC site through DNS and virtual switches—but if those could be avoided for a more natural configuration, the process could be made easier and work in a more transparent fashion.

2. The storage is transparent

Storage could arguably take the #1 spot on our list, since it's such a big pain in BC configurations. Technologies are available to handle storage replication and set up storage grids, but how many of us have the money to implement the functionality? The ideal BC storage system would also dispel any performance limitations when you're running the entire enterprise from the BC configuration. Limitations in performance may cause a selective BC, which makes for difficult decisions on what systems are truly required in the BC environment.

3. Everything starts with BC in mind

How many times have you come across a system that began as a pilot or simple test, was promoted to a live role, and is singular in nature and can't scale? These are BC plan inhibitors. If all systems are designed with the BC concepts in mind, all systems can comply with the same BC requirements and be an easy transition for administrators.

This extends to the peripheral components as well—storage, data recovery, networking, and access to the system should be created with BC in mind. But too many times, a system may have some but not all of the BC components in place. "Mostly compliant" with the BC model is still noncompliant.

4. All areas of IT meet the same requirements

Have you ever been irritated by partial compliance with an enterprise BC policy? An example would be when one application meets a different standard of BC—so maybe only a few clients can run the application in the BC configuration. Wouldn't it be great if the standing policy for the organization was to have full compatibility for the BC configuration? The ideal BC policy would provide funding and enforce the requirements for the BC configuration across all systems and groups within IT.

5. Business continuity is performed in a few steps

How we get to a solid and robust BC configuration will vary widely by size and scope, but the perfect conversion to the BC would a quick and contained process that is identified in a few steps per system, or a few steps for the entire environment. With the BC configuration so accessible, this would also be a good opportunity to enforce regular intervals where the BC configuration is used.

6. Documentation for failover to the BC site is clear and simple

An overly complex procedure to use a BC site can ruin the usability of the mechanism. The ideal BC environment has consistent and clear documentation that is practiced regularly so there's no guessing in switching to the BC model. In fact, regular use of the BC model can ensure that the remote BC site works as expected, keeps staff familiar with the procedure, and extends the life of primary systems by increasing idle time at the primary site.

7. All data recovery is native

The most challenging part of BC is the data recovery process. If a data recovery model is patched together using various scripts, watchdog programs, or other solutions that are not native to a product’s feature set, the risk of data corruption and BC failure goes up. The ideal BC model would have solutions built into the product that consider all parts of a solution, as many products use more than just a database to provide the overall application.

8. Performance in the BC model isn't compromised

A comprehensive BC plan that meets all requirements from a design perspective yet can't handle the load is worthless. You don't want to have to decide which applications and systems are available at the BC site when you're in a BC situation. Limitations such as Internet connectivity, network bandwidth, shared storage throughput, backup mechanism availability, and storage capacity are all factors in gauging the overall performance for the BC site.

The perfect BC situation would be an exact inventory in the remote data center that models that of the primary data center. However, maintaining an equipment inventory in lockstep with another data center is nearly impossible. So the next-best solution would be a remote data center that meets or exceeds a performance benchmark set by the primary data center in all relevant categories.

9. The user experience in the change-over is nothing more than a reboot (if that)

Managing the transition to the remote data center is difficult enough on the data center. But the user side of the transition should be made as seamless as possible. Strong BC plans and mechanisms frequently base technology on DNS names (especially CNAME records) that can be easily switched to reflect a new authoritative source for the business service. This can include standby application servers and mirrored database servers, as well as migration to new versions with the simple DNS change.

Managing the refresh or the caching of the names can be a little tricky, but either having clients reboot or run the ipconfig /flushdns command on Windows clients can usually refresh any caching. The same goes for server systems that are affected by a BC transition; they may need to refresh their own DNS cache, so the same configuration steps may need to be followed on the server platform.

10. All things are possible for the small environment, too

The more robust BC configurations tend to present themselves naturally to the large enterprise. However, the small IT shops are at a resource disadvantage when it comes to architecting a comprehensive BC plan. The ideal BC model would be applicable to big and small environments, and all of the objectives could be reached with the small organization. Technologies such as virtualization have really been a boon for the small environment to achieve their BC objectives, and that frequently is the cost justifier for the initial investments in storage and management software.
What Not to Do
Business continuity worst practices: Don't perform backups on a regular schedule
It's good to learn from your mistakes, but it's even better to learn from other people's mistakes. I've compiled some of the business continuity (BC) "worst practices" that I've seen in my consulting career. These practices obviously invite trouble, but because they offer an "easy way out" or a seemingly cheaper alternative, they continue to crop up. In this series, I hope not only to help you avoid the most common mistakes but also offer you some positive guidance on keeping your BC practices up to date.

One of the most common BC mistakes is to quit bothering with backups when you get too busy to do them or just get bored with the routine. I call this the New Year's Resolution syndrome.

Every year, people make resolutions to get in shape and lose some weight. In January, gyms and health clubs get very busy. Memberships shoot up; people come to the club regularly and work out diligently. After a while, though, people get tired of working out. They stop going to the gym, and the club gets much less crowded.

People do the same thing with backups. They'll get all the gear they need to do them, set up a system, and even perform regular backups for a while. After a month or so, it seems boring and pointless, so they skip a backup or two.

Did you resolve to do it at the end of the day? Sooner or later, you'll need to pick up a kid at day care and have to rush out. Did you resolve to do it first thing in the morning? The phone will ring with a quick question, or you'll need to get an e-mail out, and all of a sudden, it's late morning. Skip a backup here and there -- there's usually no harm. Pretty soon, they've stopped completely.

Nightmare: The backup is too old

A friend wanted help getting a new computer set up for his small business. It wasn't too hard to get his documents moved over from his old computer. We made sure he had a good system for doing backups. He even had a tape drive so he could back up the whole hard drive without the nuisance of swapping disks.

Not quite a year later, disaster struck. His hard drive failed. The good news was that it was still under warranty, so it got fixed without a problem. Unfortunately, his most recent backup was more than six months old.

He admitted that he had stopped running them: It didn't seem to be all that important because his computer seemed to be working fine. While that tape had hundreds of older documents, all the additions and updates from the last several months were gone.

Yes, performing backups seems boring and pointless -- until you need them.

Better practices for scheduling backups

Establish a schedule you can live with.

Not everyone needs to do backups every day. How serious would it be to lose a day's worth of changes? How about a week? A month? Doing a regular weekly backup is better than planning to do a daily backup and not doing it for a month.

Consider how serious it would be to lose a week's worth of data. Are you losing the only copies of orders, invoices, and other important business records? Or is it data that could be reconstructed with a day or so of retyping?

Fit it in with another routine.

Do you have some other routine -- one that doesn't involve using your computer -- that you can combine with your backup routine? I know one manager who runs backups while reading a trade magazine in the morning.

Get in the habit of running your backup each morning while you're making coffee and taking care of other offline tasks. It really doesn't matter when you do it, as long as you do it on a regular schedule. (Note: Are you backing up a computer that functions as a server or is otherwise shared? You will need to find a time when the data isn't in use to do backups. Many backup methods skip files that are in use.)

Best practices

Automate it.

Can you set it up to run automatically when you're gone? Larger businesses regularly set up their systems to make backups to tape in the middle of the night. That way, they merely need to review logs and swap tapes in the morning.

Business continuity worst practices: Save money on backup media

You can back up your computer to any of several types of media. You can use tapes, some sort of writable CD or DVD, flash drives, or external hard drives. You can even back up to the hard drive of another computer over a LAN or the Internet. In the "olden" days, people even used diskettes.

Whatever media you use, most people reuse them. Instead of using a brand new tape every time, people will take a tape they've already used to make backups and use it again for today's backup. There's nothing wrong with that, especially since one tape can cost $40 to $80. Expensive tapes might tempt some people to just buy one tape and use it again and again every day.

Nightmare: Not enough backup tapes

I once knew someone who knew that her computer's hard drive was likely to fail at any time. There had been some error messages and funny noises, but she was able to coax it to keep working. Since she knew it was a matter of time before that drive quit for good, she was very careful to back up her data every day. This was several years ago, so she was using diskettes.

The backup program would fill up a diskette and tell her when to put in another so it could continue. This took 12 diskettes. One day when backing up, she got to the eighth diskette when she received the dreaded error message informing her that the file being backed up couldn't be read. The hard drive failed right in the middle of doing the backup.

Here's the sad part: She had only one set of 12 diskettes that she reused every day. As soon as she started backing up, the backup program wiped out her previous day's backups from the disks. 
So she didn't have yesterday's backup anymore.

However, she hadn't finished today's backup, so she didn't have that one either. For the half hour or so that it took to do a backup, she didn't have any backup at all. And that's when she found out that she needed the backup!

If you think about it, she should have saved herself the trouble and not bothered with doing any backups. Having only one backup tape isn't much better than not having any at all.

Slightly better practices

Variation 1: Okay, I'll have two and rotate between them.

This sounds a little better. If you rotate between two tapes and you run into a problem like the one above, you've always got an extra. I still think that's too risky, though. It seems that when something bad happens, it's unlikely that everything else will go smoothly.

If you have only one backup tape and it's GOT to work, that's when the tape will break or something else will go wrong. If you're rotating tapes, having less than three is tempting fate. Sometimes that's not enough.

Variation 2: It worked fine the last time I used it (three months ago).

Most people have several sets of media and rotate them. But how many sets of media do you need? Here's another classic mistake:

A small retailer used his computer to track daily sales and expenses and to prepare quarterly and annual taxes. He felt it wouldn't be terribly difficult to reconstruct a couple days of activity, so he decided to back up only on a weekly basis.

Each backup took one tape. To make it simple, he had four tapes. He labeled his tapes "Week 1," "Week 2," "Week 3," and "Week 4." As you might guess, on the Friday of the first week of the month, he backed up to the "Week 1" tape. The next Friday he would use the "Week 2" tape, and so on. The next month, he pulled out the old "Week 1" tape and reused it.

This sounds like a good plan except for one thing. He usually only used his tax program once every quarter. One quarter, he tried to open up his tax program, but it couldn't pull up his data. Somehow, something had damaged his data files.

Not a problem, he thought, and restored from his most recent backup. That didn't work either. He restored one tape after another, but still didn't have any luck. His oldest backup was a month old, but the damage happened before that. However, since he hadn't used that program in three months, he had no idea there was a problem.

On the basis of that problem, he added more tapes. These are labeled for each month (January, February, etc.), and on the first Friday of each month, he uses the corresponding monthly tape instead of the "Week 1" tape. Then he puts it aside and it doesn't get reused for a whole year. The rest of the month he continues with his weekly tapes.

Why not just make a special backup every quarter? First, it's harder to keep track of "special" backups. Next, monthly backups give you lots more options. You might find you need to go back two months or four months to find an important piece of data. Finally, remember that when problems strike, other things don't always go smoothly -- you might run into problems with that lone tape.

How many times can I safely reuse a tape?

Check with the manufacturer to see how many times a tape can be reused. The specifications for some tapes claim "100,000 passes," but a single use might involve several passes. Even so, that's a long time.

While it's possible to wear out a tape, most small operations need to worry much more about accidentally damaging their tapes. The worst things to do to tapes are to drop them or leave them in places that are too hot, too cold, or too humid.

Larger IT shops might need to worry about retiring tapes that have been reused too many times. However, a tape aging and wearing out from normal use is not worth worrying about. (You'll probably need a larger or faster tape drive before that happens!)

Best practices for backup media

Have several backup sets.

Reusing your backup media is okay as long as you do it right. If you rotate your tapes (or flash drives or whatever), make sure you have at least three backup sets -- and probably more. Having only one is about as good as having none at all.

Have some old backup sets.

Many problems won't appear for some time. For example, suppose you accidentally deleted a file three months ago, but you didn't need it again until now. It will help to have at least a couple of older backups, in case this happens.

Don't damage your tapes in storage.

You'll probably never wear out a tape with normal use, but you can damage it. First, don't drop the tapes. Next, avoid letting them get hot or cold. Don't leave them in a car, especially during extreme weather.

Disaster recovery worst practices: Don't look at your logs

Most backup software gives you a way to automate the process. Depending on the amount and complexity of your organization's data, backups can be a time-consuming process. Who wants to sit and stare at a computer screen for an hour or more while it just makes a whirring noise?

Automating your backups has other obvious benefits, such as running them during off-hours, when few if any users are working. Speed and performance issues are not as important, plus the backup doesn't have to handle files that are being changed. Even if you're doing a daily backup, it seems like all you have to do is pop yesterday's tape out and put today's tape in. Also, you can do this at any time before you leave for the day.

Nightmare: There's nothing on my backup tape!

I knew a system administrator who had a state-of-the-art setup. He had top quality software that could back up multiple servers to one location. He had a tape changer so that the software could automatically swap tapes -- either daily, so he didn't have to change tapes ever day, or in the middle of the night, if backups ran more than one tape.

It took a few weeks for him and another IT staff member to get it all installed and running, but finally it ran smoothly. This was complicated and expensive, but it was worth it because the company had nearly 100 employees and handled many high-dollar transactions.

Then one day, that same IT staff member got a job at another company. As part of the routine, the sysadmin deactivated the ex-employee's user ID to prevent him from being able to access any of the servers in the future.

After about one month, the sysadmin needed to look at some files from a backup for research purposes. Fortunately, he didn't have to recover from a true disaster -- because there was nothing on the tapes.

It turned out that the ex-employee had given the backup software his user ID and password for the software to access files from the servers. When the boss deactivated that user ID, the backup software could no longer access any of the servers, so it couldn't back up any of their files.

Had there been an actual disaster, the company would have completely lost months of data. That could have cost the company many thousands of dollars.

Now, there are plenty of mistakes here. For one thing, it's best if your tape backup software doesn't need a normal user ID and password. If it absolutely requires a user ID and password, it's better to create a special one that isn't normally used by anyone.

The worst mistake, though, was that nobody bothered checking to see if everything was still working okay after the initial implementation. When someone finally got around to looking at the backup logs, error messages clearly showed that the software was unable to log in and that it hadn't backed up any files.

Best practices for monitoring your logs

We like to think that when we automate something, we can just set it up and leave it alone. However, it's very important to monitor automated processes to see if errors are occurring.

Any halfway decent backup software will try to tell you if something is going wrong, usually in its log. The log may be a simple text file, or the backup software will include a menu selection to allow you to view the log; it might even be set up to e-mail the log to you. You just have to know what to look for and take the trouble to pay attention.

The log might be a "summary" or "detail" log. A summary log should at least show you what time the backup started, the number of files backed up, how much space it took, and the time the backup finished. A detailed log might list each file. Usually, a summary is all you need.

How to monitor your backup logs

Look for error and warning messages.

This is the obvious first thing to watch out for. Take all error messages seriously. Have you ever heard anyone say, "Don't worry about that -- I don't know what it means, but it always gives us that error"? That can be a dangerous attitude.

If you don't understand what an error message means or what caused it, you have no business ignoring it. This gets you in the habit of ignoring error messages in general. Ideally, you should try to fix and problems reported by an error message.

Check to see if anything obvious is missing.

Did it back up all of what you expected it to back up? Is there a server, volume, or disk drive missing?

Make sure the numbers add up.

Does the number of files backed up look right to you? How about the total size of the data? The numbers will never be exactly the same, but if they go up or down dramatically, you should get suspicious.

If they go way down, maybe the backup skipped a lot of files, didn't have proper permissions, a server or drive was turned off or disconnected, etc. Even worse, could a large chunk of files have been deleted by accident or by mischief?

If the volumes go way up, you should try to find out the cause as well. Was a new application or database installed? Is someone sharing her music collection with the department? Or are you somehow backing up the same thing twice in one night and perhaps completely skipping something else?

Check the time.

Did your backup start and end on time? Did the total elapsed time take approximately as long as you would expect? This is another way to get clues that you backed up much more or much less than usual. It can give you a heads-up that there might be some other performance problem that you need to address.

Disaster recovery worst practices: Don't test your backups

It's not surprising that small businesses neglect to test their backups. It is surprising that even some large shops are guilty of this. They'll set up their policies and procedures, schedule automated backup scripts, start running backups, and assume everything will be fine.

If you never actually try to restore a file, an application, or a server, you don't really know if you can. Also, it's tempting to water down tests so that they're virtually guaranteed to work, but these kinds of tests don't tell you what can happen in reality.

Nightmare: Restoring from the backup didn't work

One thing that you may find while testing is that your backups will work just fine, but only if you restore them to the exact computer from which you backed them up. It's easy to just assume that you can buy a new computer and restore, but you can run into some surprises:

• Some people forget that you need to reinstall the backup software to be able to read and restore from the tape drive. Make sure you have the install disks for your backup software handy. Store these with your backups.

• The most annoying surprise was a tape drive and its software that would not restore to a hard drive that was not exactly the same size as the one originally backed up. If your hard drive failed, you had to make sure your replacement was the exact same size as the original, or else you couldn't restore your data.

• It seems obvious that you need the same kind of tape drive and the same backup software.

• You might find out too late that two versions of backup software that were supposed to be compatible actually weren't.

• You realize you don't have the right configuration settings, plug-ins, or drivers. It's common to find that a new application doesn't install correctly, but after a couple of days of exchanging e-mails with the vendor's tech support, you finally get the correct settings. It's probably something simple -- once you know it. If you don't have this information documented and stored with your backups, you'll waste time repeating the investigation when you have to restore.

Don't just write down those procedures and install tips and stick them in a filing cabinet somewhere. You'll never find them when you need them. Put them in a text file where they'll be backed up and restored along with the application or its data.

How people fool themselves into thinking they're testing their backups

Mistake: Test with a "special backup."

Some people won't use a regular backup tape. They'll run a special backup in preparation for a business continuity test. This way, they make sure that a backup runs "cleanly" by getting all the users out of the system, running the backup manually, and watching for problems.

This is asking for trouble.

First, if your regular backups have so many problems that you can't count on them for a test, how will you be able to count on them during an actual disaster? You won't.

Second, we're human. We might know what files and directories we want on the regular backups. There's a chance we can set that up wrong, so important files don't get saved. Then, if you do a special backup, you might really get all of the files and directories that you meant to get all along. That test might seem to succeed, but that didn't test how well your regular backups work. It tested how well you do special backups.

Do you already have a "test" server or some kind of "model office" environment for testing new releases of software? This can be a great resource for testing your backups. Instead of building a test environment from scratch, grab a backup tape and build your test environment from a restore. This lets you practice restoring, helps try out your backups, and should be a more accurate test environment.

Mistake: Only try a few sample files.

It's good to do this when you're first setting up your backups: Create a couple of spreadsheets or word processing files, run a backup, delete the files, then try to restore them. For a real test, you should go further. Can you restore entire directory trees? Can you restore the entire computer or server? Will you need to reinstall any programs?

Mistake: Only test performing a restore to the original computer or server.

If you restore back to the same computer, you eliminate a couple of important things from your test. You might have forgotten about compatibility or configuration problems that you took care of when you set the system up.

Best practices for testing backups

• Test with tapes (or whatever media you use) from your regular backups.

• Don't just spot test a couple of files. Make sure you can restore entire directories, servers, or applications.

• Do a test restore to a different computer or server.

• If you can afford it, have the same model of tape drive at another location. Test it to make sure it's really compatible! If you can't afford that, at least make sure you know the exact model of your tape drive and know where to get one in a hurry.

• Make sure to keep a copy of the install disks for your backup software with your backups.

• Make sure to document the procedure for restoring or reinstalling applications, especially any special tips or tricks. Put this into a text file in the application so that it gets backed up with everything else.
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